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BISI ISO27001 Survey 2010


Purpose of this document

The Belgian Information Security Initiative started two years ago after a brainstorm between some main actors and representatives of important stakeholders of the Belgium infosec community.

The first whitepaper, published on 8 September 2008, was subdivided in 6 main topics. One of them was focused on the standardization aspects of infosec. During the meeting of spring 2009 a discussion was held regarding the relative interest for infosec standards in Belgium in comparison with our neighbor countries where individuals and companies seems to have started working on ISO/IEC 27K-series of standards. On request of some members of this specific “Think Tank” it was decided to launch a survey to look for the situation and requirements specific for Belgium.
This survey is distributed within Agoria and through BISI within the Belgian infosec profession and professional associations involved in information security (ISACA, ISSA,…).

Would you mind to take a few minutes to go through this survey and send your feedback before November 15 2010 to the following email address :

·  centraloffice@ictstandards.be  for Agoria members and non-members(mandated by their organization)
· standards@bissi.be for the members of professional associations (taking into account that this time you give you own personal opinion and not that of the company you might represent; company views are covered by the first bullet)
The survey is launched from  13/09/2010 untill 15/11/2011
Participating organizations will receive the results of this survey, which can be used as a benchmark tool to evaluate the aspects of information security applicable to their organization 
1 Questionnaire
1.1 Part 1: General questions about your organisation
1
What is the name of your organisation? 
(Remark: This information will only be used for the statistical processing of the results, and for no other purposes)

.....................................................................................................................................................

2
in which area does your organisation mainly operate? 
(please select most appropriate box) 

	 FORMCHECKBOX 

	Public

	 FORMCHECKBOX 

	Private 

	 FORMCHECKBOX 

	Non profit organisation

	 FORMCHECKBOX 

	Other 
(please specify)




3
in which sector does your organisation mainly operate
? 
(please select most appropriate box) 

	 FORMCHECKBOX 

	Agriculture, forestry and fishing

	 FORMCHECKBOX 

	Mining and quarrying

	 FORMCHECKBOX 

	Manufacturing

	 FORMCHECKBOX 

	Electricity, gas, steam and air conditioning supply

	 FORMCHECKBOX 

	Water supply, sewerage, waste management and remediation activities

	 FORMCHECKBOX 

	Construction

	 FORMCHECKBOX 

	Wholesale and retail trade; repair of motor vehicles and motorcycles

	 FORMCHECKBOX 

	Transportation and storage 

	 FORMCHECKBOX 

	Accommodation and food service activities

	 FORMCHECKBOX 

	Information and communication

	 FORMCHECKBOX 

	Financial and insurance activities

	 FORMCHECKBOX 

	Real estate activities

	 FORMCHECKBOX 

	Professional, Scientific and technical activities

	 FORMCHECKBOX 

	Administrative and support service activities

	 FORMCHECKBOX 

	Public administration and defence; compulsory social security

	 FORMCHECKBOX 

	Education

	 FORMCHECKBOX 

	Human health and social work activities

	 FORMCHECKBOX 

	Arts, entertainment and recreation

	 FORMCHECKBOX 

	Other service activities

	 FORMCHECKBOX 

	Activities of households as employers; undifferentiated goods-and-services-producing activities of households for own use

	 FORMCHECKBOX 

	Activities of extraterritorial organisations and bodies


4
What is the size of your organisation (in number of employees)? 
(please select most appropriate box) 

	 FORMCHECKBOX 

	1 person

	 FORMCHECKBOX 

	2 to 49

	 FORMCHECKBOX 

	50 to 250

	 FORMCHECKBOX 

	250 to 499

	 FORMCHECKBOX 

	500 to 2500 

	 FORMCHECKBOX 

	>  2500 


5
Based on the main stakeholders, your organisation is? 
(Please select all applicable boxes)
	 FORMCHECKBOX 

	Local – Belgium

	 FORMCHECKBOX 

	International

	 FORMCHECKBOX 

	Headquarters in Belgium

	 FORMCHECKBOX 

	Headquarters in Europe

	 FORMCHECKBOX 

	Headquarters outside Europe

	Additional Comments:  
.........................................................................................................................

...............................................................................................................................................................


6
Work-activity located in? 
(Please select all applicable boxes)
	 FORMCHECKBOX 

	Belgium

	 FORMCHECKBOX 

	Flanders

	 FORMCHECKBOX 

	Brussels

	 FORMCHECKBOX 

	Wallonia

	 FORMCHECKBOX 

	Europe – border countries 

	 FORMCHECKBOX 

	Europe – other countries

	 FORMCHECKBOX 

	Outside Europe

	Additional Comments:  
.........................................................................................................................

...............................................................................................................................................................


7
Are there other management systems implemented or being implemented? 
(Please select all applicable boxes)
	
	No
	Under consideration
	Implemented, not certified
	Certified

	ISO 9001 (Quality Management)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	ISO 14000 (Environmental Management)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	ISO 20000 (IT Service Management)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	ISO 28000 (Supply Chain Services Management)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	OHSAS 18001 (occupational health and safety management)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	ISO 50001 (Energy Management)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Other (please specify)

 ..................................................................................................................................................................................................

..................................................................................................................................................................................................


8
Your job function? 
(Please select all applicable boxes)
	 FORMCHECKBOX 

	CEO

	 FORMCHECKBOX 

	CIO

	 FORMCHECKBOX 

	IT / Security Audit

	 FORMCHECKBOX 

	IT specialist – managerial 

	 FORMCHECKBOX 

	IT specialist – not managerial 

	 FORMCHECKBOX 

	Security specialist – managerial 

	 FORMCHECKBOX 

	Security specialist – not managerial 

	 FORMCHECKBOX 

	Other – decision level

	 FORMCHECKBOX 

	Other – consultancy level

	 FORMCHECKBOX 

	Other – employee 

	 FORMCHECKBOX 

	Other 
(please specify)




9
Are you a member of the following societies? 
(Please select all applicable boxes)
	 FORMCHECKBOX 
 isaca
	 FORMCHECKBOX 
 issa
	 FORMCHECKBOX 
 l-sec
	 FORMCHECKBOX 
 cetic
	 FORMCHECKBOX 
 info pole Cluster TIC

	 FORMCHECKBOX 

	Other 
(please specify) ................................................................................................................................................................


1.2 Part 2: Questions about an organisation and its relation to ISO27001

10
Knowledge level of the organisation about ISO27001 (Information Security Management System (ISMS) - Requirements)

	 FORMCHECKBOX 
 No knowledge
	 FORMCHECKBOX 
 Have heard about this
	 FORMCHECKBOX 
 Interested / Informed
	 FORMCHECKBOX 
 Practitioner

	Additional Comments:  
.........................................................................................................................

...............................................................................................................................................................


11
Do you think that the implementation OF ISMS is an efficient way of information security management?

	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Partially (Maybe)
	

	Please explain: 







12
What benefits do you think ISMS would bring to an ORGANISATION? (please select all applicable boxes)

	 FORMCHECKBOX 

	Create a more secure and organized working environment

	 FORMCHECKBOX 

	Reduce the number of internal as well as external security breaches significantly

	 FORMCHECKBOX 

	Create more confidence among staff and clients when running business operations

	 FORMCHECKBOX 

	Create more confidence among the management team since the security risks are being effectively managed

	 FORMCHECKBOX 

	Better cost efficiency in terms of security spending

	 FORMCHECKBOX 

	Other 
(please specify)




13
What is the current status of the ISMS implementation in your organisation according to ISO27001?
	 FORMCHECKBOX 
 Not under consideration
	 FORMCHECKBOX 
 Under consideration but not planned
	 FORMCHECKBOX 
 planned < 2Y
	 FORMCHECKBOX 
 Planned > 2Y
	 FORMCHECKBOX 
 currently implementing

	 FORMCHECKBOX 
 implemented
	
	
	
	


	Certification Perspective:
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No


	Additional Comments: ……………………………………………………………………………………………………………………

………………………………………………………………………………………………………………………………………………………..


14
What is the scope of the planned or implemented ISMS?
	 FORMCHECKBOX 
 Full organisation
	 FORMCHECKBOX 
 Partial
	 FORMCHECKBOX 
 Specific / isolated

	Additional Comments: ……………………………………………………………………………………………………………………….

……………………………………………………………………………………………………………………………………………………………


15
   How will (or did) you collect the human resources for your ISMS implementation

	 FORMCHECKBOX 
 Not yet known
	 FORMCHECKBOX 
 Internal
	 FORMCHECKBOX 
 Partially internal
	 FORMCHECKBOX 
 External

	Additional Comments: ……………………………………………………………………………………………………………………

………………………………………………………………………………………………………………………………………………………..


16
How much time would you want to spend in the implementation of an ISMS (if not yet done)?

	 FORMCHECKBOX 
 < 6 months
	 FORMCHECKBOX 
 < 1 year
	 FORMCHECKBOX 
 up to 2 year
	 FORMCHECKBOX 
 > 2 years
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


1.3 Part 3: Questions related to technical areas covered by ISO ISO27001

17
Is your organisation aware of following issues
	
	Concept  Unknown
	Concept  vaguely known
	Known but Not Implemented
	Known and implemented

	Business Continuity planning
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Disaster recovery planning
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Security awareness training
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Security policies
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Security auditing
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



18
Does your organisation have an Information Security policy or an IT policy including specific statements regarding the security of assets of the organisation?

	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


19
Do you think that management allocates enough time and resources to security topics relevant for the organisation (data security, antivirus protection, access control, network security, back-up procedures, hr security, compliance, etc.)?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


20
Are security roles and responsibilities formally defined within your organisation and supported by management?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


21
Are security responsibilities of all stakeholders (employees, contractors and third parties) clearly defined?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


22
Is a Risk Analysis, concerning your most valuable business assets, performed at regular intervals in your organisation?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: ..........................................................................................................................

..............................................................................................................................................................


23
Is there any form of control in place to prevent unauthorized access to your organisation’s premises?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: ..........................................................................................................................

..............................................................................................................................................................


24
Are following controls known or implemented in your organisation to avoid system misuse or fraud
	
	concept unknown
	Concept vaguely known
	Known but not Implemented
	Known and Implemented

	Segregation (separation) of duties
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Monitoring activities
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Auditing trails
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Management supervision
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Other (please specify)

 ....................................................................................................................................................................................................
.....................................................................................................................................................................................................


25
Do you have documentation for your management systems?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	

	If yes, do you manage your documentation?
	 FORMCHECKBOX 
 Yes
	 FORMCHECKBOX 
 No

	Additional Comments: ..........................................................................................................................

..............................................................................................................................................................


26
Does your organisation have user access management procedures in place that allow managing user access rights to information and information systems?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


27
Does your organisation have formal change control procedures in place that allow managing changes to information systems?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


28
Do you think that your organisation is able to detect, identify and remediate security incidents?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


29
Does your organisation have Business continuity and disaster recovery procedures in place?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


30
Do you think your organisation is aware of all applicable (to your organisation) legal and regulatory requirements with respect to information security?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


31
Are there security audits organised at regular intervals within your organisation?
	 FORMCHECKBOX 
 yes
	 FORMCHECKBOX 
 No
	 FORMCHECKBOX 
 Don’t know
	
	

	If yes:
	 FORMCHECKBOX 
 Internal
	 FORMCHECKBOX 
 External
	
	

	Additional Comments: .........................................................................................................................

..............................................................................................................................................................


32
To what extent do you think that your organisation is interested in the following security related topics?

	Question
	Very Interested: 5

Not at all interested: 1

  5         4           3             2           1

	Develop an information security policy to provide direction and support for information security in accordance with the business requirements
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Organisation of Information security (internal organisation, dealing with external parties)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Asset management (Information classification, asset responsibility)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Human Resources security (screening prior to employment, termination or change of employment)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Physical and environmental security (secure areas, equipment security)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Communications and operations management (operational procedures, protection against malicious code, back-ups, network security, media handling, monitoring, ...)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Access control (User Access management, network access control, operating system access control, applications access control, ...)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Security in information systems acquisition, development and maintenance (correct processing in applications, security in development and support processes) 
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Information security incident management (reporting and managing of information security events)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Business continuity management
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 


	Compliance (with legal requirements, with security policies and standards, audit considerations)
	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 

	 FORMCHECKBOX 



� Based on NACE industry classification system.





13

[image: image1.jpg][image: image2.jpg]